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Cybercrimes, deeply rooted in every modern society and have rapidly
increased in number and advanced thanks to IoT devices and the In-
ternet. The present article aims to identify neologisms known as cyber-
crimes and check their availability in online dictionaries.
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Introduction

Personal experience has urged to focus on the topic of cybercrimes, ne-
ologisms, new word or expression in a language, or a new meaning for an
existing word or expression [1], that have grasped my linguistic curiosity
throughout the years, but also because of the telephone call on Viber, that
I received in late 2022. Different article titles have recently appeared in
the local online media, preventing the Moldovan population about widely
spread cybercrime of receiving phone calls from fraudsters who pretend to
be operators of issuing banks, so as to update people’s banking card data
and phish out personal information, the crime known as phishing. Fortuna-
tely for me, I did not fall victim to the hacker attack and refused to provide
any personal information on the telephone. The professional, respectable
and merely magic voice of the hacker changed immediately, understanding
that he/she would not get any information from me. This Viber call taught
me a valuable, life-philosophy lesson that did not cost me more than a
minute of a telephone conversation with a stranger. As the idea, that so-
mething negative can happen to everybody but me is a traditional mistake
made by most of the global digitalized humanity. This case made me think
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about other possible illegalities that can take place in our lives online, with
the impact offline, due to growing opportunities of e-commerce, online
transactions and still developing cybersecurity.

he management of the Republic of Moldova prioritizes the extension
of the digital agenda and, therefore, focuses on the development of the
National Security Strategy: “The strategic vision regarding ensuring the
cyber security of our country was discussed during the public consulta-
tions, carried out in the context of the elaboration of the National Secu-
rity Strategy. Cybersecurity experts, representatives from civil society
and government institutions, as well as academia and the private sector,
spoke about immediate and long-term actions to increase our country’s
cyber resilience.” [2]

As to the legislation in force of the Republic of Moldova, the law on
cyber security was recently adopted and published in the Official Gazette
on May 2, 2023. It will enter into force on January 1, 2025. “The adop-
tion of the law on cyber security is an important step for the Republic of
Moldova to improve its resilience to hybrid threats and to create insti-
tutions in accordance with the relevant EU provisions. The EU is happy
to see the results of the Rapid Cyber Security Assistance Project for the
Republic of Moldova”, said Janis Mazeiks, the Ambassador of the Euro-
pean Union to the Republic of Moldova. [3]

We can also follow the destructing effect of cybercrimes in the Inter-
net Crime Report 2022 presented by the Federal Bureau of Investigation
(FBI). The damages caused by cybercrimes exceed ten billion US dollars
in 2022 that is three billion more than in 2021. The number of complaints
in 2022 reached 800,944 received by the FBI’s Internet Crime Complaint
Center (IC3) [4] of cybercrimes and cyber-enabled frauds.

Hence, the list of internet generated crimes is growing. Therefore, in
2022 we identified sixty-five neologisms, connected to cybercrimes: iden-
tity theft, ransomware, sextortion, spoofing and phishing, online predators,
money mule, DDoS attacks, cryptojacking, money laundering, vishing, web
attacks, SOL injections, cross-site scripting, password attacks, eavesdrop-
ping attacks, brute-force and dictionary network attacks, insider threats,
man-in-the-middle attacks, Al-powered attacks, drive-by attacks, spear
phishing attacks, whale phishing attacks, malware, trojan horses, teardrop
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attack, ping of death attack, PuP's, hacking, software piracy, espionage,
password sniffers, credit/debit card fraud, email bombing, cryptocurren-
cy scam, online investment scam, online dating scam, known as romance
scam, fake lottery scam, product or drug scam, commercial scam. [5]

The present article aims at continuing the research dedicated to cur-
rently appeared cybercrimes, identify new ones, and therefore, raise pu-
blic awareness to avoid becoming a victim of cybercriminals.

Boost of e-crimes

The pandemic of COVID-19 Sars Cov 2 and the lockdown have led
to the boost of e-crimes. People had to spend hours online facing the
consequences of the isolation so as to comply with the regulation, having
limited access to any usual everyday activity, stay connected with the ou-
tside world mainly through internet. This is how the cybercriminals took
advantage of the new opportunities provided by the pandemic to commit
e-crimes and make more money.

And here again the statistics comes with information about the spike
of phishing, the practice of using fraudulent emails and copies of legiti-
mate websites to extract financial data from computer users for purposes
of identity theft [6]. “New data gathered by Google and analyzed by
Atlas VPN, a virtual private network (VPN) service provider, is shedding
more light on the scope of this. According to the report, in January, Go-
ogle registered 149k active phishing websites. In February, that number
nearly doubled to 293k. In March, though, that number had increased to
522k — a 350% increase since January.” [7] Freedom From Fear Maga-
zine pointed out that cybercriminals are capitalizing on the anxieties and
fears triggered by the pandemic, using malware, such as viruses, worms,
trojan horses, ransomware and spyware, to invade, damage, steal or can-
cel personal data on personal computers.

Top 5 e-crimes during 2018-2022

The list of Internet facilitated crimes is growing. The recent 2022
INTERNET CRIME REPORT [8] made by Federal Bureau Of Investi-
gation identified top 5 e-crimes during 2018-2022:
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Technical support (tech support) refers to a range services companies
provide to their customers for products such as software, mobile phones,
printers, and other electronic, mechanical or electromechanical products.
Technical support services usually provide users with help in solving
some common problems rather than providing training on how to use the
product. [9] Ex: I called my tech support guy, bristling with frustration.
(Times, Sunday Times)

Electronic extortion - one of the forms of the crime of extortion, and it
occurs when the extortion itself or its requirements are achieved by using
electronic or digital tools and means, or more precisely by using infor-
mation and communication technologies to implement any element of
the crime. [10] Ex: Perhaps it is hyperbolic to call the process of turning
overpayments into debts extortion. (The Guardian (2019)

Non-payment - a failure to pay a sum of money that you owe. / Non-
delivery is a failure to deliver (goods, products, etc) purchased online.
Ex: If your problem concerns nondelivery of or dissatisfaction with go-
ods and you paid with a credit card, you may be able to withhold pay-
ment. [11]

Personal data breach - any event that compromises the confidentiali-
ty, integrity, or availability of personal data. [12] Ex: Legal experts said
that this was a breach of data protection law by collecting personal infor-
mation in an unfair or underhand manner. Times, Sunday Times (2015)
[13]

Phishing - the practice of trying to trick people into giving secret
financial information by sending emails that look as if they come from
a bank. The details are then used to steal people’s money, or to steal
their identity in order to commit crimes. Ex: This suggests that the fraud-
ster has gained crucial information about you, possibly through phishing
emails. The Guardian (2021) [14]

List of e-crimes

The list of e-crimes continues:

Business email compromise (BEC) is a specific type of phishing attack,
a spear phishing attack to be precise — with the objective being to trick
employees into taking harmful actions, typically sending money to the at-
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tacker, one of the most damaging and expensive types of phishing attacks
in existence, costing businesses billions of dollars each year. [15]

According to the source [16], there are five primary types of BEC
attacks:

False Invoice Scam - the phisher pretends to be a vendor requesting
payment for services performed for the company and presents as one of
an organization’s suppliers and uses a realistic template but changes the
bank account information to an account controlled by the attackers. Ex:
They were accused of siphoning off cash through false invoices. Times,
Sunday Times

CEO Fraud - the attacker sends an email — supposedly from the CEO
— instructing the recipient to take some action as to close a business deal
or send sensitive information to a partner. Ex: A joint investigation sup-
ported by Europol has led to the dismantling of a Franco-Israeli criminal
network involved in large-scale CEO fraud. [17]

Account Compromise - an account with login details known by one
or more unauthorized individuals, attacker takes advantage of a com-
promised email account within an organization to request invoice pay-
ments from customers while changing the payment details to those of
the attacker. Ex: We’re sharing an update on our work against malicious
mobile apps available in the official Apple and Google app stores that are
designed to compromise people’s Facebook accounts. [18]

Attorney Impersonation - scam starts with an email that appears to
be from the attorney asking the purchaser to transfer money for the pro-
perty which the person is buying. However, the email is a fake and the
bank details are those of an account belonging to the fraudster, not the
attorney. The email appears to come from the attorney, either because the
cybercriminal has hacked into the purchaser’s email account or because
they have “spoofed” (deceived) his/ her email address. [19]

Data Theft — e-crime that targets HR and Finance personnel and at-
tempts to steal sensitive information about an organization’s employees.
This information can then be sold on the Dark Web or used in planning
and executing future attacks. [20] Ex: Pharmacy services provider Phar-
Merica has disclosed a massive data breach impacting over 5.8 million
patients, exposing their medical data to hackers. [21]
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However, the rest of the e-crimes are also worth-knowing:

Investment e-scam - another sub-group that induces investors to make
purchases based on false information, these crimes usually offer the vic-
tims large returns with minimal risk, however increased the number od
cryptocurrency investment fraud. [22]

Liquidity Mining - victims are enticed to link their cryptocurrency
wallet to a fraudulent liquidity mining application. Scammers then wipe
out the victims’ funds without notification or permission from the victim.
[23] Ex: Some of the risks associated with liquidity mining include im-
permanent loss, project risks and potential rug pulls. [24]

Hacked Social Media - scammers used hacked social media accounts
to perpetrate a fraudulent investment opportunity using cryptocurrency,
targeting existing friends of the hacked user. [25] Ex: Your Social Media
Has Been Hacked And You Don’t Even Know It [26]

Spoofing - the act or an instance of impersonating another person on
the internet or via email [27], fraudsters pretend to be someone or so-
mething else to win a person’s trust. The motivation is usually to gain
access to systems, steal data, steal money, or spread malware. Here we
can also mention Government Impersonation - scammers pretend to be
calling from government agencies, to receive your personal data), A¢-
torney Impersonation (mentioned above) and Celebrity Impersonation
- impersonating a well-known celebrity or social figure, the scammers
feign a friendship with the targeted victim who is eventually enticed to
learn how to invest in cryptocurrency or is given the opportunity to in-
vest by the scammer. [28] Internet users are asked to to send money for
different reasons, like claiming a prize, donating to a charity, or giving
help of some kind, however you need to be sure that the person asking
you to support is real.

Ex: There is no reason why someone could not be held liable for im-
personating a celebrity or another high profile person online. [29]

Real Estate Professionals - the scammer contacts a real estate agent,
usually offering to buy a very expensive property for cash or cryptocur-
rency. Once engaged, the fraudster will expose their control of fictitious
accounts with purported value of millions of dollars to entice them to en-
gage in their investment scheme. [30] Ex: Real estate scams cost buyers,
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sellers, property owners, renters, and real estate professionals upward of
a billion dollars every year. [31]

Closing Wire Fraud - a scammer hacks the email inbox of a principal
party in a real estate transaction, he/she identifies an imminent closing,
creates a fake email address from what appears to be a reputable source
and provides the real estate buyer with wiring instructions for closing
funds, directing them into that account. Unsuspecting buyers wire their
funds to the scammers instead of the closing company, money wired to
nefarious accounts, especially in offshore and often unregulated banks,
are incredibly difficult to recover and are often never seen again. [32] Ex:
Educating yourself and your clients about the most prevalent real estate
scams and learning how to protect both yourself and your clients is a
crucial line of defense that will help make real estate scams like these a
thing of the past. [33]

Employment - victims apply for fake positions online at an investment
firm or company supposedly affiliated with investing. Instead of a job,
the victims are instead offered advice investment advice. The investment
is fraudulent and designed to retrieve as much money from the target as
possible. [34]

Advanced fee - businesses or individuals are required to pay a fee
before receiving promised stocks, services, money, or products, which
ultimately are never given. The targets of the fraud receive a solicitati-
on (by letter, fax, or e-mail) from someone posing as a business repre-
sentative or government official promising that a large sum of money
will be deposited into the target’s bank account. To ensure this, the
recipient of the letter is asked to pay a percentage of the total amount
that purportedly will be wired or transferred. Advance fee fraud scams
originate in a number of countries and may use internal conflicts or
other circumstances specific to that country as a pretense under which
funds must be transferred abroad. [35] Ex: It says that the fraudsters
usually approach investors in shares, foreign exchange or contracts for
difference but are also involved in advance-fee loan fraud. Times, Sun-
day Times (2018) [36]

To highlight the words that where included for the first time in the
FBI Report, however, not because of their novelty but their frequency of
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these cyber-threats. These are Botnet, Harassment/Stalking, SIM Swap,
Threats of Violence.

Botnet - a network of computers infected by a program that communi-
cates with its creator in order to send unsolicited emails, attack websites,
etc [37] Ex: A botnet is a network of hijacked computers used to carry out
cyberattacks. The Guardian (2022) [38]

Harassment/Stalking — also known as online harassment and cyber-
stalking, an extension of cyberbullying, the practice of using electronic
communications to harass someone persistently and the use of the inter-
net to contact someone or find out information about them in a way that
is annoying or frightening. [39]

Behavior associated with cyberstalking are catfishing, when someone
uses a fake identity in order to pursue an online relationship on social
media websites like Facebook [40] and doxing, short for document tra-
cing, obtaining personal information about a person and then publishing
it online [41]

SIM Swapping - also known as SIM splitting, simjacking, or SIM hi-
Jjacking, is a technique used by fraudsters to get control of your phone
number. With your phone number, hackers can take advantage of two-
factor authentication to gain access to your bank accounts, social media
accounts, and more. [42]

Threats of Violence — an expression of an intention to inflict pain,
injury, self-harm, or death not in the context of extortion [43] Ex: The
use of computer systems to cause, facilitate, or threaten violence against
individuals, that results in (or is likely to result in) physical, sexual, psy-
chological or economic harm or suffering and may include the exploita-
tion of the individual’s circumstance, characteristics or vulnerabilities.
[44]

Prevention Aspect

As to the prevention aspect, according to Microsoft every internet
user is to be aware of one of the main rules of all times, address the offici-
al source. The multinational technology corporation suggests to use two-
factor authentication, enable 2FA, even if an attacker gets your username
and password, they still will not be able to gain access to your accounts
and personal information; do not open emails or attachments from suspi-
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cious sources, check if the link was sent by a friend; be wary of offers
that are too good to be true, the only free cheese is in the mousetrap; do
not overshare online you give the personal details from your social media
profiles, it will make their scams seem more legitimate; talk to your kids
about online safety and what they post online; secure your computers and
devices by using antivirus software, firewalls, and email filters to protect
your personal information.

Conclusions

The article under consideration has focused on 30 cybercrimes, cri-
mes committed by means of computers or the internet, which are at the
same time lexemes with neological status. However, it is important to hi-
ghlight that most of the neological formations can be deciphered without
consulting a dictionary, in our case we have addressed the Collins online
dictionary, as it is one of online lexicographical corpuses that updates
quickly and is free, as well as some other sources as Coucil of Europe,
Freedom From Fear Magazine, Techopedia, Check Point, Europol, FBI,
Meta, Britannica, Microsoft, etc.

From the amount of the analyzed glossary we can categorize the neo-
logisms able to be understood and apprehended, mainly formed through
combining, such as Data Breach, Threats of Violence, Hacked Social
Media, Real Estate Professionals that deliver us information from the
words already existing that can be decoded, the new product has mainly
a negative connotation. However, the neologisms formed by shortening
and blending certain words and creating new lexemes, therefore inhaling
new beginning for BEC, Botnet, Phishing, the word that inspired me to
focus on the issue of cybercrimes not only of linguistic curiosity but also
of necessity to inform the readers about the threat of cyber-attacks and
boost of cyber-crimes, that deeply rooted in every modern society and
advanced due to loTdevices and the Internet.
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