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Abstract

In this paper, we consider the construction of hash functions
based on finite quasigroups.
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1 Introduction

Hashing plays a key role in modern information technologies, providing
efficient storage, retrieval and integrity checking of data. Traditional
hashing methods such as MD5, SHA-1 and their variants, although
widely used, face limitations in the case of large data volumes and
increased security requirements.

In the recent years, there has been an increased interest in alter-
native hashing methods based on abstract algebraic structures. Quasi-
groups and groupoids are important representatives of these structures
with unique properties for hashing applications. The high degree of
uniqueness of hash values and computational efficiency of their use
should be especially noted.

Definitions and basic properties of quasigroups and loops are avail-
able in [1, 2, 3].

Definition 1. A function H() that maps an arbitrary length mes-
sage M to a fixed length hash value H(M) is a OneWay Hash Function
(OWHF), if it satisfies the following properties:

1.The description of H() is publicly known and should not require
any secret information for its operation.
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2.Given M, it is easy to compute H(M).

3. Given H(M) in the rang of H(), it is hard to find a message M
for given H(M), and given M and H(M), it is hard to find a message
M0(̸= M) such that H(M0) = H(M). [4, 5]

Definition 2. A OneWay Hash Fucntion H() is called Collision
Free Hash Function (CFHF), if it is hard to find two distinct messages
M and M0 that hash to the same result (H(M) = H(M0)). [4, 5]

2 The considered hash function

We give a construction of hashing functions based on quasigroups.

Definition 3. Let HQ() : Q → Q be a projection defined as follows:

HQ(q1q2...qn) = ((...(a ⋆ q1) ⋆ q2 ⋆ ...) ⋆ qn

Then HQ() is said to be a hash function over the quasigroup (Q; ⋆).
The element a is a fixed element from Q.

Example 1. Let a quasigroup of order 10 be randomly determined.
Suppose that this quasigroup has the following multiplication table:

⋆ 0 1 2 3 4 5 6 7 8 9

0 0 7 9 1 3 4 5 7 2 6
1 7 9 5 2 4 6 3 0 1 8
2 4 1 2 5 6 7 8 9 3 0
3 6 4 0 8 7 5 2 1 9 3
4 3 0 6 9 2 8 7 4 5 1
5 8 2 3 6 9 1 4 7 0 5
6 9 6 4 3 1 2 0 5 8 7
7 1 5 8 4 0 3 6 2 7 9
8 2 8 7 0 5 9 1 3 6 4
9 5 3 1 7 8 0 9 6 4 2

The value of the hash function for the message M = 0013145123
would be as follows

H2 = ((((((((((2 ⋆ 0) ⋆ 0) ⋆ 1) ⋆ 3) ⋆ 1) ⋆ 4) ⋆ 5) ⋆ 1) ⋆ 2) ⋆ 3) = 3.
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In the first step, we generate a list of quasigroups of order n, n ∈ N .
This step is important to ensure the diversity of possible transforma-
tions that will be used in the hashing.

Random quasigroups are selected from the generated list. These
selected quasigroups will be used in the hashing process to increase
persistence and variability of hash values.

For each of the selected quasigroups, the hash value of the original
message is calculated. This step allows to obtain intermediate values
which will be later combined to form the final hash.

The final step uses a chain hashing method where intermediate
hash values are concatenated to produce a final hash value of a given
length. This method ensures that the final hash is unique and collision-
resistant.

3 Conclusion

In this paper we propose and discuss an approach to constructing a
hash function based on quasigroups and the chain hashing method. By
randomly selecting quasigroups from a large number of possible variants
and using the chain method of combining intermediate hashes, it was
possible to create a convenient mechanism for obtaining hash values.
In the future, it is planned to further study the optimization of the
proposed algorithm and its adaptation for use in systems with higher
performance requirements.

Thus, the proposed quasigroup-based hashing method is a promis-
ing direction for the development of new cryptographic algorithms and
can find wide application in the field of data protection and authenti-
cation.
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